SOPHOS
Intercept X for Mobile

Feature Matrix

License

General

Android

Chrome 0OS

Management Console
Partner Dashboard for Managed Service Providers
In-product multi-tenant support

Microsoft ActiveDirectory or Azure AD integration

Device Security

Sophos Central

v
v
v

Sophos Central

v
v
v

Sophos Central

v
v
v

Rooting/Jailbreak detection v v x
0S version check v v v
0S upgrade advisor v x x
Network Security
MitM attack detection v v x
Web protection against malicious online content v? v? v
Web filtering for unwanted content (14 categories) v3 v? v
Phishing protection from URLs in text messages v v x

Application Security

Protection against malware or ransomware (Signature and Deep Leanring based)
Potentially unwanted apps (PUA) detection

App reputation

Detect non-App Store apps

Additional Security Features
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Secure QR code scanner

Password safe

Authenticator (TOTP and HOTP)

Privacy advisor

Security advisor (e.g.side loading, device enryption, ...)

System Integration
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Support for rollout with 3rd party EMM solutions
Intune Conditional Access integration
SIEM integration

Syncronized Security with Sophos Wireless
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(1) Only in combination with Sophos Mobile
(2) Requires iOS supervices devices
(3) Not supported if deployed inside Android Enterprise Work Profile
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